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Framework components
Metasploit Meterpreter

Metasploit ms f venom

Run as a DLL in jec t ion pay load on a t arget PC prov id ing contro l  over the t arget s y s tem

Help creat St andalone pay loads as execut ab le ,  Ruby scr ipt ,  or she l l code

Networking commands
ipconfig :

por t f wd:

route:

Show net wor k inter face configurat ion

F or ward packet s

V iew /  ed i t  net wor k rout ing t ab le

Meterpreter commands
Basic and file handling commands

s ysinfo

ps

ki l l  (PID)

getuid

upload or download

pwd or lpwd

cd or lcd

cat 

bgl is t

bgrun

bgki l l

back ground

edit < FILE Name>

shel l

migrate < PID>

idlet ime

screenshot

clearev

? or Help

exit /  quit :

shutdown / reboot

use 

channel

Disp lay s y s tem infor mat ion 

L is t  and d isp lay r unning processes 

Ter minate a r unning process

Disp lay user ID

Upload /  dow nload a fi le

Pr int wor k ing d i rec tor y ( loc a l  /  remote)

Change d ierc tor y ( loc a l  or remote)

Disp lay fi le content 

show back ground r unning scr ipt s

make a scr ipt r in in the back ground 

ter minate aback ground proc ss 

Move ac t i ve sess ion to back ground 

Edi t  a fi le in v i  ed i tor

Access she l l  on the t arget machine

Sw i tch to another process

Disp lay id le t ime of user

Take a screenshot 

C lear the s y s tem log s

Shoes a l l  the commands

E x i t  the Meter preter sess ion

Res t ar t  the s y s tem

E x tens ion load

Show ac t i ve channels 

 

Process handling commands
Command

getpid:

getuid:

ps :

K i l l :

getprivs

reg

Shel l

execute:

migrate:

Descript ion

Disp lay the process ID

Disp lay the user ID

Disp lay r unning process

Stop and ter minate a process

Show s mul t ip le pr i v i leges as poss ib le

Access t arget machine reg is t r y

Access t arget machine she l l

Run a spec i fied

Move to a g i ven des t inat ion process ID

Interface / output commands
enumdesk tops

Getdesk top

keyscan _ s tar t

Keyscan _ s top

set _ desk top

keyscan _ dump

Show a l l  ava i lab le desk tops

Disp lay cur rent desk top

St ar t  key log ger in t arget machine

Stop key log ger in t arget machine

Configure desk top

Dump key log ger content

Password management commands
hashdump Access content of pass word fi le -  Hash fi le

Switch

- p

- l

- f

- e

- a

- s

- b

- i

-x

- o

- h

Syntax

- p (Pay load ot ipn)

- l  ( l i s t  tupe)

- f  ( for mat)

- e (encoder)

- a ( A rchi tec ture or p la t for m

-s (Space)

- b (charac ter s)

- i  (Number of t imes)

-x (F i le name)

- o (output )

- h

Descript ion

Disp lay pay load s t andard opt ions

L is t  module t y pe i .e pay load ,  encoder s

output for mat

Define w hich encoder to use

Define w hich p la t for m to use

Define ma x imum pay load c apac i t y

Define set of  charac ter s not to use

Define number of t imes to use encoder

Define a cus tom fi le to use as template

S ave a pay load

Help

Msf venom command options
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